Driver: bscIT-100 Driver (V2 Proxy)

Compatible Control4 Systems: 2.9.0+
Compatible Hardware: psc pc1832, PC1864, PC1616

Control Platform: rs232 (via IT-100)

Developed by Cinegration LLC. www.cinegration.com/drivers
Change Log:

https://www.drivercentral.io/platforms/control4-drivers/security-systems/dsc-it-100-control4-integration-driver/

Driver Overview: Allows custom integration with DSC security systems using the new V2 security proxy
from Control4. The IT-100 module and a 4-wire connection to the alarm keypad bus is required.

Initial Setup/Installation of Driver
DSC Installation

Run wire (cat5 or security 4-wire) from alarm panel keypad bus (+,-,w,g) and hook into IT-100.  For easier
installation, Cinegration recommends plugging IT-100 directly into EA process. Note: placing electrical
tape or equivalent on back of circuit board is recommend in case IT-100 touches metal

The IT-100 simulates a keypad in DSC. By default, all keypads are addressed to port 18 (partition 1, slot
8). Dealer will need to adjust keypad addresses of existing keypads to other slots (17, 16, 15 etc...). At
each keypad:

o Press * 8, Installer Code (default: 5555)

o Press 000, 0

o Enter 17 for Partition 1, Slot 7 or Enter 16 for Partition 1, Slot 6 etc...

= Note: If Programming 020 (keypad zone assignment) is active, dealer will also need to
move these addresses accordingly. Refer to DSC installation manual for instructions

o After all keypad, have been moved to the correct addresses,

o Enterinstaller programming: * 8, installer code, 902 (this scans the keypad bus for all connected
keypad devices).

o After 60 seconds, enter 903.  This will display the connected keypad devices. Dealer should see
Keypad 7, (keypad 6 if more than one keypad exists etc...) and Keypad 8, and other items (PC1532,
zone expanders etc...)

o Press#, #

If DSC keypad has zone names loaded into it, it is possible to ‘copy’ this information to the IT-100 and thus
the Control4 driver

Enter Installer programming (*, 8, installer code)

Enter * (screen should say LCD programming at the top)

Enter 998 (screen should say press * to broadcast labels)

Enter *. This process takes about 45 seconds

o Enter #, #, # to exit programming

O O O O

Setup Control4 Driver:

Installation assumes driver is has already been downloaded and installed in dealers my

documents/Control4/Drivers folder

Add driver to Project (Search for DSC).  Driver Name: Cinegration IT-100 V2 Proxy
Set Number of Partitions, Zones and Users in properties
Connect RS232 binding to proper RS232 port on EA/IO Controller
Under System Design, Press Download Device Data (top right download arrow in driver)
Add Sensor bindings for EACH zone being used
o Make Connection to each sensor
Dealer has two options
o Have Zone names located on zones page to update all sensor icons or use sensor names to update
zones pages


http://www.cinegration.com/drivers
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o Use either Driver Action: Sync with DSC Data or Sync with Control4 Data to update zone type, zone
name data

CUSTOM PARTITION SETTINGS:

Each partition has unique properties that are accessed by the dropdown menu under
Property: Partition — Settings

ZoneslnPartition: This is a comma delimited list of all zones connected to this partition. By
default, ALL zones are connected to ALL partitions

Label: The label for the partition.

ExitDelay: The amount of time in seconds for the exit delay (note: this timer does not
update the exit timer in the security panel. If this timer is incorrect, driver countdown will
continue until it reaches 0 then wait until the arm or disarm command is received

EntryDelay: Same as ExitDelay but for entry

DefaultCode: The programming code used in Control4 programming. Control4 no
longer supports entering codes in Composer Programming. The ‘code’ is stored here instead

CUSTOM ZONE SETTINGS:

Froperties

Partiions Zones

# Name Type State Can Control

1 Front Door Exterior Door Closed False

2 Back Door Exterior Door Closed False

3 Dungeon Interior Door Closed False 1
4 Main Motion Mation Sensor Closed False

5 Spare Zone Contact Sensor Closed False Zone Name

6 Water Sensor Water Closed False |Frnrvt Door ‘
7 Gas Sensor Gas Closed False

3 Smoke Detector Smoke Closed False Zone Type

|Extarmr Door w ‘

[ Can Caentral
[] Hide Fram Ul Screens

Cancel Save

Zones pages defines the rules and types for each zone connected to driver.
Double-clicking on each zone will bring up the properties for that zone. They are described
below:

ZoneName: Name of Zone. Note: this name is the name used in the driver, auto email
and history.

ZoneType: Type of Zone. This determines the type of text displayed for the zone and
the style of alarm detection etc. used in driver

CanControl: If zone can be ‘controlled’, example: Garage Door, this can be enabled.
Allows user to ‘click’ on zone to trigger relay.

Hide: Hides zone on zones page. Recommend hiding all zones that are not being used

Chimes: Enables/Disables chiming support on T3 touchscreens. Note: Chiming still
needs to be enabled for chime to work. Recommend disabling chiming on all Motion type
zones

CUSTOM USER SETTINGS:

User names can be entered and updated here. This list updates auto email and event
log. Select which user you want to edit

Edit User: Enter new user name

ALARM ACTIONS:
Flash Lights: Cinegration custom module designed to speed up installation of software. Choose
which lights need to be ‘flashing” when the alarm is going off.  Lights will turn on/off (toggle)



every 2 seconds in a random pattern until alarm is disarmed or 4 minutes have expired.

BYPASSING

Cinegration has developed a large macro to bypass and un-bypass in the driver. The
macro is very extensive and care/testing must be done to verify this option will work on your
installation.

e To enable bypassing from GUI

o Press Functions

o Choose Bypass/Un-bypass

o Enter zone number
e To enable bypassing from ComposerProgramming

o Select action: BYPASS_ZONE

o Choose zone number to bypass
When bypass macro is sent:

DSC does not natively support bypassing. To overcome this, Cinegration has developed a
macro that will ‘work’ through bypass menu, attempt to bypass, check if zone was bypassed then
report successful or failed back to driver. If dealer requires to bypass multiple zones at the same
time, stagger macros with min 13 second delay between each. This will insure macros do not
overlap each other.

Composer Programming Events/Actions
Driver uses Control4 standard alarm event and actions. Below are only extra items added for
this specific driver

NOTE: Partition Arm/Disarm events and actions are located under the corresponding partition
driver (example: Home Security or Area 2).  This is different than previous drivers where all events were
located under global driver.

Driver Features:

e RS232 Communication
e  Beautiful new V2 security interface
e Arm/Disarm including night mode (instant)
e Support for multi-partitions
e Bypassing/Unbypassing from user interface or Control4 programming!
e Zone open/close status report
e  Cinegration Custom Alarm Lights flash module
e (Cinegration Custom auto text notification of arm/disarm/alarm and trouble conditions
e History Agent Support (Zone Open/Close, Partition Events, User Events)
e Enhanced installer support features
o Syncdriver zone names and zone types
o Installer service email for troubles and alarms
e Dealer customizable entry/exit delay timers

e Username management



e  Polling Timer for device online/offline status
e  Cinegration Showroom license supported

e Cinegration 7-day trial supported

Description of Items in Driver
Property List (System Design)
e  Activation Key
o Enter Trial for 7 day trial, show-licensekey or licensekey to for easy driver validation
e  Driver Version
o  Current Driver version install on project
e Driver Persistence

o Current saved state of driver data. (note: if this says ‘Not Saved’ and director reboots, the data will
not be available on Load of driver).

e  Driver Information
o  Driver Specific information
e Debug Mode (Default: Off)
o Usedtoview the driver log. Debug will turn off automatically after 15 minutes
e  Polling Timer (Seconds)
o Amount of time between polling checks. If O then polling is disabled.
e  Driver Actions (see Documentation tab, Actions Tab)
e Number of Partitions
o Amount of partitions in system (default: 1)
e Number of Zones

o Amount of zones in system (default: 8). Note: changing this will automatically reset all driver
connections.

e  Partition settings (see Documentation tab, Partition Settings)
e Usersin system
o Number of total potential users in system. (default: 43). Note: master user is #40
e  User Settings (see Documentation tab, User Settings)
e Alarm_Action (see Documentation tab, Alarm Actions)
e  Service Email (requires Email Agent to be installed)
o Email address of installation companies, service Dept or email of department
o Will receive trouble and alarm notifications.
e Customer Email (requires Email Agent to be installed)

o Email or Text address of customer. Use phonenumber@vtext.com for Verizon,



mailto:phonenumber@vtext.com

phonenumber@mmes.att.net for AT&T. Separate addresses with semi-colon

o  Will receive Arm, Disarm, Alarm messages
e Customer Subject

o Subject line of automatic email (default: Control4 System)
e Last Email Sent

o Displays the last email sent in property

Actions Tab (System Design) — This is now located under Property: Driver Actions
e Check RS232 Status

o Sends request of system status to alarm system
e  Sync with DSC Data
o Takes zones names from driver zones page and updates connected sensors names in project
o Takes sensors connected and updates driver’s zones page with zone types.
Put snapshot of how this is done here
e Sync with Control4 Data
o Inverse of Sync with DSC Data
o Takes zone names of sensors in project and ‘updates’ zones page on driver
o Takes sensors connected and updates driver’s zones page with zone types.
e  Test Customer Email
o Sends test email/text to customer address
e Test Service Email
o Sends test email/text to service email address
e SyncTime
o Syncs Time and Date on Control4 system to DSC security system
e Force Save Data

o Forces the saving of data in driver.

About Driver Notes:

This driver contains code written by Cinegration. Any modification to this driver or any driver
written by Cinegration without the express consent will void all warranties, constitute a ban on all
drivers released by Cinegration and potentially legal action.

This driver has been designed to work with Control4 2.9.0 and higher Control4 systems.

Warranty:

Cinegration strives to provide fully working drivers without defects. However, changes


mailto:phonenumber@mms.att.net

and bugs may be found. Because of this, any bug/maintenance update to this driver will be
free of charge. However, due to the ever-changing nature of computer and audio/video
systems, if a new version of the Control4® software or Manufacture software creates issues
with this driver, or feature enhancements, an upgrade version will be provided for an
additional expense or free as determined by Cinegration.



